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The elusive panopticon
The HANIS project and the politics
of standards in South Africa
Keith Breckenridge

Imagine it.
A secure, single means of identification for 43 million citizens.
Done.
South Africa's Department of Home Affairs partnered with several contractors,
including Unisys, to develop the Home Affairs National Identification System
(HANIS) one of the world's largest civilian fingerprint databases.
(Online. Available: http://www.unisys.com)

More than a decade ago the South African Department of Home Affairs issued a
tender for the building of an Automated Fingerprint Identification System (AFIS),
a database system for the biometric data that would integrate with the existing
Population Register, and the issuing of identity cards to the entire population. Some
of the elements of the Home Affairs National Identification System (HANIS) have
been implemented, but South Africans are still waiting for their new identity cards.
In the meantime, the Home Affairs Department – the division of the state that provides citizens and foreigners in South Africa with all of the essential documents of
identification – has spun slowly into administrative collapse. This chapter is an
attempt to explore the reasons for the HANIS debacle; I also want to consider
another question, which may be of interest to those who live far from South Africa:
Can a centralized and interoperable system of biometric identification actually be
implemented? Or, to use the words of our contemporary theory, is the biometric
panopticon possible?

The significance of HANIS
The South African biometric project is often used as a precedent for the biometric
identification systems that are now currently underway in many liberal and social
democracies. When the CIA’s John Woodward, the leading policy advocate of
administrative biometrics, began to map out their possible uses in government in
1997, he used South Africa and the Philippines as examples of societies that had
resolved to introduce a biometric national identification card. Similarly, when the
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(Conservative) British government began to re-consider the introduction of a
national identity card in 1996, journalists pointed to the South African grants system as the single case that combined both the new smart card applications and identification technologies. The stories in the British financial press, which described
the extension of the cutting-edge of banking technology to some of the most underdeveloped regions of Africa, gave the South African story particular power. Here
was an excellent example of the use of biometrics for purely civilian and humanitarian ends. After 9/11, as the western democracies scrambled for a bureaucratic
remedy to the danger within, the South African HANIS project was widely cited as
an example of nationwide civilian biometric smart card identification. Recently,
the global IT conglomerate, NEC, has used its involvement in the South African
project as evidence of its suitability for selection as the provider of biometric border control systems in Britain (NEC Corporation 2006). In the effort to build support for a biometric smart card to control access to government health and welfare
benefits, the Australian government used the example of smart card usage in
Finland, France, Germany, Italy, Taiwan and South Africa. As Electronic
Frontiers Australia has noted, of the countries cited as precedents, only the South
African HANIS project includes the three elements of photographic identification,
biometric registration and smart card applications (Electronic Frontiers Australia
2006). As the United States’ Department of Homeland Security has become preoccupied with building an integrated global biometric surveillance system, the complexity of the HANIS experiment needs, I think, to be more widely understood than
is currently the case (Chertoff 2007).
South Africa is, of course, a special society. For decades, scholars have studied
it as the capstone of the system of racial capitalism that developed in the Atlantic
world after slavery. In the years since the democracy began in 1995, and following
the demise of formal segregation in the Americas, some of this significance has
dissipated. As I have suggested elsewhere, in an era of increasingly centralized
and coercive surveillance, the South African state is important because it is the
first example of a truly biometric order (Breckenridge 2005a). Much of what the
advocates of biometric registration systems around the world have been calling
for since the start of the War on Terror has already been implemented in South
Africa.
Some features of this society deserve special mention. The bureaucracy in South
Africa is very radically centralized, especially in relation to the processes of vital
registration. All births, marriages and deaths are recorded by the Department of
Home Affairs in Pretoria: the state delegates no registration functions to local or
provincial government. The same pattern is true of drivers’ licences, passports and
the primary tool of identification, the ID book, which are also issued and registered
centrally. (There is also only one centrally controlled police force.) Interlaced
with this intensely centralized bureaucracy, is a pervasive reliance on fingerprints
for official identification. For much of the twentieth century, the South African
state sought to use large scale fingerprint registers to control the movements and
identity of African, Indian and Chinese people. This enthusiasm for administrative
biometrics reached its apogee in the 1950s when Hendrik Verwoerd built a single,
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centralized fingerprint repository called the Bewysburo – or the Bureau of Proof –
into the foundations of the Apartheid state (Breckenridge 2005b). In the decades
that followed, some of the key functions of the central government were dismantled
under the policy of Bantustan self-government, but since the early 1990s, the
energy of centralization has been revitalized. Today all South Africans have a biometrically authenticated official record of identity, and millions of people make
daily use of their fingerprints in their dealings with the government. This means
that the South African biometric identification project, quite unlike the cards currently being considered in other countries, had a multifunctional character from the
outset: the designers of the HANIS system intended it to function as a biometric
panopticon.
On the face of it, then, the history of biometrics in South Africa is a special
instance of Foucault’s now very widely used theory of biopolitical government
(Burchell et al. 1991). In fact, I think, the theoretical importance of HANIS may
lie elsewhere. In the first instance, I would like to reaffirm the scholarly significance of specific regional and temporal details in the face of what is very often a
circular and derivative interest in the power of Foucault’s analysis of the discourse
of the subject. In asserting the significance of this South African history, I want
to resist the tendency to relate it to a handful of metropolitan theorists and scholars,
a very common analytical move which tends to ignore the specific, and difficult,
histories and historiographies of this region, and many others. Similarly, I want
to show that the fractures and contradictions that obstruct the development of
biometric surveillance are at least as important, politically, as the imperatives of
convergence.
The origins of the HANIS system lie over a century ago when the founding
figure of administrative fingerprinting, Sir Edward Henry, spent six short months
on the Witwatersrand between his appointments as Inspector-General of the
Bengal Police and Deputy-Commissioner at Scotland Yard (Sengoopta 2003).
Following the suggestion that Francis Galton had made in his book Fingerprints in
1891, Henry’s repositories were very rapidly put to use as tools of labour recruitment and control. This dependence on coercive systems of labour mobilization culminated in Verwoerd’s grand project for a centralized biometric identification
register, and the infamous Dompas pass system. In the decades that followed this
system of control was applied to all South Africans.
The immediate causes of the HANIS system lie in the national security concerns
of the South African state in the early 1980s, in particular the decision by PW
Botha’s government in, January 1981, to issue a single, fingerprint authenticated,
identity document to all South Africans, white as well as black. In the preceding
year the African National Congress’s special operations unit, under the command
of the white communist, Joe Slovo, had staged flamboyant attacks on the fuel
refineries in Secunda and Durban. These attacks coincided with Botha’s energetic
militarization of the South African state (Cock and Nathan 1989). Key members of
the government, like Chris Heunis, the new minister of the Department of the
Interior, had begun to set in place a constitutional order called the National Security
Management System that re-drew the lines of political authority around a set of
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regional committees dominated by the South African military (O'Meara 1996:
255–269). The military and its Cabinet supporters argued that South Africa faced a
Soviet-sponsored ‘Total Onslaught’. Establishing a national fingerprint register of
all white, Indian and coloured South Africans was one of the key elements of the
‘Total Strategy’ they had designed to preserve white power. On the day of the
Minister’s announcement, a spokesman for the South African Defence Force
explained that the military believed that it was necessary to ‘upgrade the sophistication of identity documents’. In 1981, as the New York Times observed at the time,
the fledgling biometric access control technology was ‘a solution to a problem that
no one’s aware of yet’. With the decision to set up universal fingerprint identification as an anti-terrorist strategy the South African government was creating the
raison d’etre of the newly christened biometric access control industry.
Many white people, especially those who had the original Book of Life issued in
the 1970s, did not apply for the new, fingerprinted, identity document until the
deadline approached in 1990, the same year that the African National Congress was
unbanned. There is some irony in the fact that thousands of white South Africans
queued to be fingerprinted for ID books designed as an anti-terrorist measure, and
instrument of white racial supremacy, in the year after Nelson Mandela was
released from prison. By this time, officials had begun to stress different reasons for
holding the books, like the usefulness of fingerprints for ‘orderly public administration’, for business or for identifying dead bodies, but the desire for closure, for
completing the national register, had now become both the end and the means of the
state’s policy (Brits 1990; Stirling 1988).
The HANIS project also has roots in the intensely-contested debate about the
character of the post-Apartheid welfare system. The first meaningful discussions
for a biometric identity card took place in 1994 during the inter-departmental planning for the implementation of the ANC’s first economic and social policy, the
‘Reconstruction and Development Program’ (RDP). The RDP expressed the economic policy goals of academics and activists associated with the internal political
organizations, unions and civics, and at its core it was an argument about the provision of basic services and welfare benefits to millions of very poor South Africans
(Marais 2001: 122–159; The Reconstruction and Development Programme 1994;
Bond 1996). The Home Affairs representatives on this committee, Piet Fourie and
Peter Payne-Findlay, were saddled with the responsibility of ensuring that the benefits were fairly distributed amongst the potential beneficiaries, and that only South
Africans would qualify. The grants, land, housing and basic service reforms envisioned for the RDP would involve a much larger group of recipients than the 20 million people then being recorded in the Population Register (although they probably
did not have in mind a doubling of the size of the database). With the huge amount
of work involved in the processing of fingerprints in mind, they proposed that
Home Affairs should implement an Automated Fingerprint Identification System
and an identity card. Payne-Findlay persuaded the Director-General to support this
idea and he was given the task of drafting the proposals for the AFIS. Over time, this
task expanded into requests for proposals from the largest international computer
companies for the three different parts of the HANIS system: the AFIS, the cards
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and the building of the Home Affairs computer systems. Payne-Findlay drafted the
R800 million tender that was announced by the Minister in December 1996
(Informant 8 2007).
The announcement of the HANIS project catapulted Home Affairs back into the
limelight of the international government computing industry. After decades of
being international pariahs, the Home Affairs officials and their new ANC political
leaders, were being feted by the largest multinationals. The list of IT companies
tendering on the South African project was a Who’s Who of international government computer contractors: TRW, Sagem Morpho, Unisys, ICL, Olivetti, Printrak,
Labat-Anderson, Lockheed-Martin, Marubeni. Each of these firms set up complex
joint ventures that brought in local companies closely associated with the old state
– Denel, Plessey, Persetel-Qdata and a string of Empowerment partners, the South
African term for companies controlled by black shareholders – Don Ncube’s Real
Africa Holdings, Bhekisizwe Computer Systems, Robert Gumede’s Gijima
Holdings. Here was a potent political cocktail indeed (Lunsche 1997, 1998; Stones
1997; Delaney 1998a,b).
Each of the companies bidding for the HANIS contract approached the task of
convincing the tender board in a different way, but the overall effect was to suggest
that in adopting biometric identification, South Africa was joining the cutting edge
of international bureaucratic practice; the tender process nicely demonstrates the
ways in which states and private contractors work in an intrinsically international
field of practice. A special representative from the British Home Office where, in
Buthelezi’s words, ‘much progress with the implementation of an automated fingerprint system has been made’, assisted in the evaluation of the proposals
(Buthelezi 1997). Lockheed-Martin traded heavily on its experience as the AFIS
contractor for the FBI’s similarly sized repository of 40 million fingerprints. Sagem
Morpho, the massive French defence corporation that dominates the global market
in digital fingerprint readers, emphasized its role in the large scale biometric ID
projects then under development in Honduras, Philippines and, most importantly,
Malaysia. When Unisys wanted to demonstrate the usefulness of their systems they
had a clear advantage in that they could present systems actually in place in South
Africa. The evaluation committee was invited to tour the California prisons system
to view the Unisys tools at work and, drawing on the longer history of Datakor, its
sanctions-era subsidiary inside the country, they visited the Lindela Repatriation
Centre and another local juvenile detention facility to observe biometric identification at first hand.
The first real shock came a year later with the elimination of the major international biometrics companies in the second round of the evaluation process. The two
consortiums left in the race were both dominated by older South African firms:
QData/Persetel were opposed by the Marpless Consortium (consisting of Unisys,
Plessey, Marubeni and Gijima). The consortiums dominated by Lockheed-Martin
and Sagem complained vociferously to the press, the State Tender Board, the
Auditor-General and the Parliamentary Portfolio Committee that their exclusion
imperiled the entire project. ICL’s local representative hinted at underhand dealings when he protested that Sagem’s AFIS had never ‘been disqualified prior to
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benchmarking in the context of international open tenders’. Even the French
Ambassador lobbied the Minister to review his decision not to grant the tender to
Sagem (Delaney 1998a; Buthelezi 1998).
Under this pressure, the Parliamentary Portfolio Committee duly subjected
Payne-Findlay to a grilling. He was publicly accused of tampering with the HANIS
tender, and stripped of any decision-making authority over the project. Sagem
commended the Parliamentary Committee, thanking them for ‘doing a good job in
investigating our complaints’. These complaints precipitated the first significant
delay in the evolution of the HANIS project. At the Committee’s suggestion, both
the Auditor-General and the Public-Protector initiated investigations into the tendering process. Six months later, in December 1998, the Protector’s report found no
significant problems. A contract was signed with the Marpless Consortium in
February 1999 (Delaney 1998; Buthelezi 2002).
Behind the scenes the actual content of the contract began to change almost
immediately; most importantly the physical and technological features of the card
were dramatically altered. One key change was the decision to use NEC fingerprint
verification equipment in the final version of the Marpless proposal. Another was
the later decision, subsequent to the awarding of the tender but before a contract
was signed, to abandon the bar-code equipped cards provided by Polaroid. This
decision to move to smart cards was critical, for it opened up a wide field of theoretical possibilities for HANIS, turning it from a dual-purpose identification and
electronic purse project into a multi-purpose vehicle for the state’s many information processing requirements. In practice it also meant that the HANIS project was
awarded without a card issuing contract.
The decision to abandon the bar-coded cards came before the granting of the tender in March 1999. It was later justified in the computer press as an obvious choice
of new technologies over old, but the reasons for the shift to the smart card were
more convoluted. Security is the most common reason for adopting smart cards in
identification systems. It is the security of cards equipped with integrated circuits
(because they can store and process the very large numbers necessary for public key
encryption) that is conventionally offered as the explanation for the claim that biometric smart cards mark a qualitative change in the history of state identification
systems. But in the late 1990s smart cards, because of their very limited memory
and processing power, were not dramatically more secure than magnetic stripe
cards.
The move to a smart card based identity card followed intense lobbying at the
highest level of the state, leading to a meeting of the Directors-General to discuss
the issue in April 1998. At this meeting, Andile Ngcaba, the Director-General of the
Department of Communications and the ANC’s key IT expert in the first decade of
their rule, seems to have played the key role (Van den Heever 2001). The example
of two contemporary Asian biometric identification schemes loomed large. ‘South
Africa has looked overseas for implementation models’, SA Computer Magazine
reported, ‘to countries such as Malaysia, which recently rolled out one million
smart cards to its population, and to Hong Kong, which announced its interest in
swapping the two-dimensional bar code for the smart card’ (Wright 2002).

ch3.qxp

4/12/2008

2:36 PM

Page 45

The HANIS project and the politics of standards in South Africa 45

A single view of the customer
Very soon after the decision to adopt the smart card, the Department of Home
Affairs began to chart out the possibility of using the identity cards to host all of the
key functions of government information processing. No longer a single-purpose
tool of identification, the card had now become the lynch-pin of a host of bureaucratic and commercial functions. ‘The smart card that we are introducing is not confined to the limited identification/verification realms of the Home Affairs strategic
engagement only’, Minister Buthelezi announced to the media in February 2000.
‘Rather, it is a magnanimous, multi-applications, government smart identity card
with extensive capabilities contained in a chip that boasts enough intelligence to
allow other departments and perhaps even other forms of industry permissions to
utilize the card technology’ (Buthelezi 2000). With a prospective budget for the
smart cards now being proposed at the nice round number of R1 billion – some 25%
more than the entire project was originally estimated to cost – the Department
began to gather the different commercial and bureaucratic interests that might want
to use them. An inter-departmental committee, involving over a dozen different
departments and staffed by the most powerful officials in the national bureaucracy,
began to consider the possibilities for the new smart card. In the early stages of the
process there was widespread enthusiasm from these different departments for
the HANIS smart card. Gareth Warner, who had taken over from Payne-Findlay as
the outside consultant of the HANIS project, remembered that, at this time, ‘everyone had the same issues’ (Warner 2007a).
With encouragement from an enthusiastic and very powerful inter-departmental
committee, Home Affairs began to look around at the most common transactions in
the other departments; very early on it became clear that the success of the card
would lie in two areas: banking and welfare. Early in 2000 three separate teams
were appointed: the first looked at existing smart card systems inside the country
like the millions of GSM cards in the exploding cellular phone market and the proprietary system used by Aplitec to deliver pensions and other grants; the second
was charged with the investigation of a set of technical specifications for the cards;
and the third considered the possibilities and mechanisms for making the cards
interact with the existing card infrastructure (Whitby 2000). Right at the outset the
success of the cards was tied to tight integration with the requirements of the social
grant system and the emerging Europay–Mastercard–Visa standard that promised
access to the robust and extensive banking network. Buthelezi stressed both goals
in his parliamentary briefing, just weeks after the Marpless contract was signed,
when he explained that the interdepartmental committee had ‘decided to honour
our senior citizens with the privilege of being the first beneficiaries of this world
class project’, which would give them the ‘ability to draw, should they elect to do
so, their grants from bank ATMs using their smart cards’ (Buthelezi 2000a).
By the middle of 2000, under the general influence of the fast waning dotcom
frenzy and the particular encouragement of Andile Ngcaba, the smart card had
grown into an instrument of digital social transformation. During the month of
August, Home Affairs called for proposals from businesses for applications on the
smart card. The response, in the Minister’s words, ‘was overwhelming with more
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than 50 companies and interested parties submitting responses’. In the wake of
these proposals the department began to argue that ‘e-governance and e-commerce
will be closely coupled to the envisaged identity card’. In these months, the role
envisaged for the cards expanded from ‘key enabler’ to a dozen government departments into a general purpose instrument of electronic commerce. Adopting and
extending the role of the current population register, which is accessed by the banks
and insurance companies for official confirmation of death, the biometric HANIS
cards would provide businesses with a foolproof mechanism of identity. ‘The
card’, Buthelezi promised, ‘will eventually be used by a number of private organisations such as banks, insurance companies, medical aid schemes and many more,
to combat fraud’ (Buthelezi 2000c). Some 18 months later, at the commissioning of
the Marpless system, the Minister’s sense of the pool of commercial users had
expanded to include ‘any branch of government and any private entity which
adopts the system required to read it electronically’. The biometric smart cards, in
this scheme, would deliver automated access control across the borders of the country and ‘building access control or by vending machines which intend to restrict
their products, such as cigarettes, to adults only’ (Buthelezi 2002).
As the range of possible users for the smart card expanded so did the
Department’s sense of the cards’ function as the lynch-pin of all state activities.
Holding out the triple promise of automated record keeping, public key encryption
and biometric authentication, the smart cards seemed to realize the project of the
original Book of Life, providing a secure, single record of the citizen’s entire
engagement with the bureaucracy. With proposals from over a dozen departments,
the Interdepartmental Technical Committee began to plan for the smart card itself
to coordinate and record the dozens of different transactions between the departments and citizens (and non-citizens). After more than a year of discussions about
the possible uses of the card the Committee sent the first of many proposals to the
Cabinet. ‘The vision’, Patrick Monyeki explained, ‘is that the smart card should
provide the single interface between citizen and government’. Indulging the fantasies of corporate customer relations systems developers for a single summary
record of the huge pool of electronic transactions swamping businesses, he implied
that the cards would provide the state with a focused lens into the life of any individual. ‘Envious corporates will note that this will, in theory at least’, Computer
Week told its readers, ‘give government the elusive “single view of the customer”’
(Van den Heever 2001).

The elusive panopticon
Monyeki’s claim that the proposal for the card tender had been sent to Cabinet was
the first of half-a-dozen similar claims that would be made over the next five years.
In fact there was no technical mechanism to actually implement the grand project
that the Interdepartmental Committee then had in mind. In November 2001, six
months later, Home Affairs gathered together the most important actors in the
emerging field of biometric smart card authentication to consider the difficult problem of the competing and incompatible technical standards offered by the different
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biometrics companies. The problem was the same one that has bedevilled fingerprint classification and storage in general, and the construction of centralised registries in particular, since the turn of the twentieth century: no uncontested standard
existed for smart card fingerprint identification, either in South Africa or internationally. ‘Each respective manufacturer is offering his own preferred system as the
ultimate solution’, Gareth Warner warned, ‘while the respective international committees push forward on the development of biometric standards which are still a
long way off in terms of the development of comprehensive specifications’
(Peachey-Warner 2003).
The situation presented a special problem in South Africa precisely because fingerprinting was so common. Drawing on the half-century of fingerprinting in the
Central Reference Bureau, many other Departments had adopted fingerprinting as
their preferred means of identification, and they had begun to purchase electronic
solutions to automate the work of authentication and storage. At least five separate
nationwide systems had been adopted by different government Departments in
2000: police, social welfare, drivers’ licensing, and the courts and prisons had all
already purchased massive biometric systems, each with millions of records, independently of Home Affairs. Some departments, like Social Welfare, had contracted
different companies to undertake the work in each province. ‘Currently five
provinces use smart card technology coupled with fingerprint biometric technology to pay out state grants’, Warner wrote at the time ‘and there is no development
of common standards across these provinces both in terms of smart cards and
fingerprint biometrics’ (Warner 2001: 13).
In some cases, this absence of standards created exactly the same problem as the
early 20th century conflicts over modifications of the Henry system, but the new
format also created new, even more intractable, difficulties. In the large scale AFIS
systems, designers would create subsets of records that were obviously similar in
order to avoid the necessity of undertaking matches across millions of records,
using the arches, loops and whorls of Francis Galton’s original classification
(Warner 2001). Differences over the rules for the implementation of these clusters
of records could build exactly the same classification incompatibilities into
electronic systems as existed in locally customized manual registries.
A more serious problem has its roots in the huge difference between the electronic storage required to retain the original fingerprint and its mathematical template. The advocates of smart cards often play up their computational powers in
deeply exaggerated terms; in fact the cards have very limited capacity. These physical limits on the storage available on the cards are aggravated by the budget constraints of large scale identification projects: the cards used in national identity
cards tend to be the cheapest and smallest. When the HANIS project adopted the
smart card format they were planning on 8 kilobytes (Kb), or at the most 16 Kb of
memory. The significance of these physical memory limits becomes obvious in the
context of the storage requirements of a normal fingerprint image. The compressed
image of an individual fingerprint requires some 20 Kb of electronic memory,
which means that even the largest and most expensive smart cards can accommodate only one or two complete fingerprint images. Even the oldest cards have

ch3.qxp

4/12/2008

48

2:36 PM

Page 48

Breckenridge

enough space to store copies of the mathematical representation of a fingerprint,
called a minutiae template like Galton’s original fingerprint classifications, these
templates express the geometrical relationships between a limited number of
details (or minutiae) from the dense patterns of individual fingerprint lines – the
location and the direction of ridge endings, splits, loops (Information Technology
Laboratory, NIST 2000). These are recorded numerically and combined in a carefully ordered sequence in to a single large number, which despite its complexity,
takes up less than 250 bytes of memory – the mathematical template uses just
1 per cent of the memory used to store the image.
The immediate result is that all of the dominant manufacturers of biometric identification systems store only the templates on their cards. Each of these companies
uses its own proprietary system of minutiae for encoding and interpreting the template on the card (Peachey-Warner 2003). This is potentially very problematic
because, until recently, the different commercial systems could not interpret each
other’s templates, nor can the original print be reconstructed from the mathematical template. But it is catastrophic where, as is definitely the case with some of the
social welfare grants systems developed by Aplitec, the original image is not
retained at the database end. These problems of classification are not specific to
South Africa; the same problems have also affected the US military in Iraq, another
site of ubiquitous fingerprint registration (Gerth 2004).
Digital technology also introduces another problem that had not much troubled
manual fingerprinting. ‘Manufacturers of fingerprint scanners currently cannot
deliver convincing evidence that they can make a distinction between a real, living
finger and a dummy constructed of silicone rubber or any other material’, Warner
reported. For those companies planning to use and sell unattended biometric readers, a reliable mechanism to test for what he called ‘liveness’, was evidently a
matter of some urgency.
The Biometric Standards workshop that Billy Masetlha hosted in November
2001 was called to address this ‘grave challenge to government’. Home Affairs
brought the main state contractors in South Africa – NEC, Sagem, Siemens and
Oberthur card systems – together to plan the development of a local standard for the
exchange of fingerprint templates between smart cards. Aside from the now glaring problems of incompatible proprietary systems, the Department returned to the
idea that a properly designed smart card system could revolutionize both state and
commercial transactions. The development of the local standard would make possible ‘electronic interchange of biometric identifiers between government jurisdictions and commercial service providers requiring positive and secure methods of
person identification of individuals’. The workshop came to rapid agreement on the
specification of the image size and quality, but then quickly became mired in the
conflicting systems of minutiae that each company used to generate the key produced from that image. The last resolution of the workshop set up a special committee under the control of the South African Bureau of Standards and the Council
for Scientific and Industrial Research to work on a ‘national biometric standard’
compatible with the emerging international standard. ‘Gone are the days when
you can run to a province and sell each one a different product that does not
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conform to a national standard’, Patrick Monyeki warned the contractors (Dudley
and Otter 2001).
Over the course of the next 18 months, two major agreements seemed to put in
place the standards that were required to make HANIS work as the lynch-pin of a
revolutionized networked society. Under Warner’s influence, the different manufacturers, and their government clients, agreed to a standard fingerprint image
format and they drafted a local standard for the sequencing of biometric data on the
cards, called ARP 054, closely modeled on the standard then being developed in the
USA by the National Institute of Standards and Technology. Home Affairs
announced that this new local standard would be ‘modified in the near future’ to
‘include an ameliorated definition of minutiae points and location’ (South African
Department of Home Affairs 2003).
Five years later a practical standard for biometric devices was still not available.
Each of the major companies involved in the field of fingerprinting in South Africa
retained its own system of minutiae for producing the numerical template. ‘We
could never come down to a biometric standard’, Gareth Warner noted in 2007,
‘each of the companies still uses a proprietary system’ (Warner 2007b). Under
pressure from the new US Homeland Security laws, international standards making
bodies worked energetically in the years after 2003 to create templates that would
allow the different commercial systems to exchange information reliably, but these
new methods are still not ‘defined well enough to allow for practical interoperability’ (Warner 2007b). The HANIS project’s dilemma derived from the fact that it
could not, given the pervasiveness of biometrics in South Africa, adopt a singlesupplier, fully proprietary system, like those being developed by Sagem around the
world, and it preceded, probably by decades, the emergence of a practical interoperable standard for biometric devices.
The companies involved in the provision of biometric identity cards, particularly
Sagem Morpho who claims to have captured ‘1.5 billion fingerprints worldwide’,
have very good reasons to resist the development of an effective open standard (HiTech Security Solutions 2004). The most obvious of these is that they earn a licence
fee for the proprietary template for every card issued over the lifetime of the identification system; revenue that will very likely last for a generation. In addition to those
fees, the nationwide adoption of a single, proprietary minutiae template would mean,
as Monyeki and Warner warned in 2001, that the state is forced to pay for hardware
from the supplier who owns the license for the lifetime of the cards. In South Africa,
and internationally, Sagem occupies a formidable position in the economy of identification, and it is vigorously supported by the diplomatic resources of the French
government. The company’s contract for the AFIS system used by Interpol gave
them an inside track on the tender for the South African Police Services Criminal
Records Centre. Sagem also sell the mobile Morphotouch machines that are widely
used by the police and the private social welfare grant delivery companies to search
for fingerprint matches. When the HANIS contractors built a smart card production
facility, they duly chose Sagem equipment and templates. But this system was never
used to produce cards, because of Home Affairs’ desire to coordinate the HANIS
system with the other existing biometric systems using an open standard.
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Under pressure from the US government, the most powerful international standards-making bodies worked busily after 2001 to compose an interoperable standard, but the results of these efforts were complex, and they came, in any case,
much too late for HANIS (International Committee for Information Technology
Standards 2003). The political and financial energy behind this movement towards
an open standard for fingerprint minutiae was unmistakable: all of the documents
cite US Department of Defense, Patriot Act or Presidential Homeland Security
directives citing the same concerns for interoperability that had troubled the South
Africans in 2001. Two issues loomed large in these workshops: the first was avoiding vendor lock-in, or technological dependence on a proprietary standard, and the
second was the digital panopticon or interoperability, the goal to make all biometric devices interact with each other. Under this pressure the major biometrics contractors had agreed by March 2004 on a basic open standard for biometric minutiae,
INCITS 378.
The tests that the US government commissioned of the open standard in 2005
have some startling implications for the project of an interoperable biometric identification system (National Institute of Standards and Technology 2006). These
investigations were undertaken on millions of fingerprints taken from the largest
digitized collections in the USA, which means that they do not address the first difficulty of fingerprints that resist templating altogether. The massive tests showed
that the use of the INCITS standard in place of the three most accurate, proprietary
systems (produced by the dominant companies NEC, Cogent and Sagem) doubled
the rate of incorrect rejection (False Non-Matching), and produced a ten-fold
increase in the much less likely errors of mistaken identification (False Matching).
If, in other words, the open standard was used on the most accurate matching
systems to test the identity of 1,000 people it would falsely reject twice as many
people as the proprietary system (20 instead of 10). It would, also, incorrectly identify one or two people out of every 1,000 where the proprietary systems would be
unlikely to do that in a population of 10,000.
The obvious remedy for the increased rate of error produced by the open standard
was to move away from a single biometric measurement to multiple indicators.
This, in turn, raises a host of new incompatibilities for already existing biometric
systems. Some of these have only recorded a single biometric, while others, like the
Aplitec biometric smart cards, have selected the best fingerprint impressions on a
case by case basis. The use of an open template on multiple fingerprints would first
require agreement on the fingers being captured, with very onerous administrative
implications for the already existing systems that do not meet this requirement.
The obvious question is this: did the HANIS project fail solely because it preceded the development of a viable system of biometric surveillance? Will subsequent schemes work more effectively? Certainly, the current drive to biometric
convergence is intensive, with the political and economic pressure of powerful
divisions of the US government leading the most important technology corporations towards an open standard, and it is extensive, with institutions in Europe and
the USA working in an independent but coordinated project. But the movement to
an interoperable standard, and with it the project of the biometric panopticon, is
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also strongly contradicted by the technological and administrative consequences of
an open system. For the largest companies (especially Sagem Morpho) the goal of
locking national identification systems into a proprietary system remains a very
attractive and viable project. The most likely outcome, in the context of very vigorous lobbying, is that the proprietary systems will prosper, interacting with the open
standard in a fashion that remains subject to significant rates of error.

Banking on standards
The difficulties that the HANIS developers faced in securing an interoperable standard for fingerprints were mirrored in another key aspect of the biometric panopticon: the development of a smart card standard for the banking system. From early
in 2000, Home Affairs worked with representatives from the banking industry to
map out the electronic payment systems that would be required for the HANIS
smart card to meet the requirements of the Europay–Mastercard–Visa standard for
the banking infrastructure. In June of that year, all of the major South African banks
agreed to implement the EMV standard for payment systems, which was, at that
stage, nearly a decade old. In these discussions the banks appeared to be working to
a deadline of January 2005 for the introduction of a nationwide system of ATMs
and point of sale machines capable of reading the smart cards (South African
Department of Home Affairs 2003).
The commercial banks proved much slower than anyone had predicted in adopting the EMV smart card standard. By the middle of 2007, more than two years after
the agreed deadline, most of the banks were still using the magnetic stripe technology, and they had scarcely begun the massively expensive project of replacing
existing teller and point of sale machines. While the banks proposal, in 2003, for
their own smart card based ‘Account for Life’ (Duminy 2003) seemed to run across
the bows of the HANIS project, the real difficulty was that the functionality proposed for the HANIS card presumed a much higher degree of synchronization
between the banks, and a much more urgent timetable, than was actually the case
(Engelbrecht 2006). ‘The banks were brought into the picture’, one of the project
manager’s observed, ‘but there was never a time that we actually reached a compromise as to what the card should actually contain’ (Informant 8 2007).
Added to the difficulty of herding the banking cats was the even more sensitive
problem of adopting fingerprinting in private banking. South African banks have
been flirting with the use of fingerprint authentication for as long as the HANIS
project has been under development (Engelbrecht 2006; The Guardian 1999;
Electronic Payments International 1996). The same problems of proprietary technical standards threaten the banks but the real issue is that the banks are very nervous about public outrage over the adoption of fingerprint authentication. Without a
statutory requirement that customers provide biometric authentication the banks
were not likely to impose fingerprint checking on their customers, which meant that
there was no immediate benefit for commercial fraud detection. By the beginning
of 2007 the EMV standards-based electronic purse had been effectively abandoned
as part of the HANIS project. When the Minister was asked if the Banks or the
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Department had ‘washed their hands of the smart card project’, she pointedly
responded that the ‘Department had not’ (Justice, Crime Prevention and Security
(JCPS) Cluster briefing 2007).
Where the four major banks in South Africa have been very slow to adopt smart
cards for individual financial transactions, the opposite has been true in the privatized field of social welfare payments. In these transactions, biometric authentication was ubiquitous as early as 1996, and by 2003 the field was dominated by a
single company bearing its own patented smart card interchange standard and providing a massive network of point of sale devices across the continent. Aplitec, or
Net1 UEPS to use its new Nasdaq trading name, is the brainchild of Serge
Belamont, a Frenchman who developed the South African interbank ATM network
in the late 1970s. His project is to build an anti-bank, a smart card-based financial
system that makes almost no use of the existing banking network infrastructure, in
order to deliver financial resources and products to the global poor. At the heart of
this campaign, a deadly serious attempt to build a non-EMV financial empire, is the
UEPS anti-standard for intercard data exchange. Aplitec shares this facility with
no-one, not even their bureaucratic paymasters, as the cards themselves are the
bearers of all the financial data required to track funds to individuals, merchants
and the company (Net 1 UEPS Technologies, Inc 2006).
Since 1999, the company has grown spectacularly rapidly, attracting investments from the major banks and, more recently, a listing on the NASDAQ stock
exchange. In the single year, 2004–2005, the stock price of Net1 rose 15-fold,
reaching nearly US$1.5 billion (Sergeant 2005). In 2000, Belamont was asked
about the threat to his business from the HANIS smart card. ‘Government will separate the payment application from the ID card’, he replied, ‘and leave the payment
card to the financial industry’ (Lloyd 2000). He has proven surprisingly prescient.
Aplitec has a history of sailing very close to the wind of government, but those who
have been involved in the HANIS project see nothing underhand in the company’s
dominance. ‘Welfare eventually gave up on us as they said we would never issue a
card and that they had to pay out pensions’, one of the manager’s explained, ‘how
right they were’ (Informant 8 2007). By 2007, Aplitec Net1 had some 4 million
bearers of its biometrically authenticated smart cards for the delivery of welfare
grants, and more than 4,000 point of sale machines capable of transacting only with
those cards. The company has effectively constructed its own proprietary banking
infrastructure and welfare payment system, fulfilling the two trophy projects of the
HANIS smart card without any of its interoperability.

Conclusion
This study of the HANIS project suggests that a biometric panopticon that will
allow states to monitor the movements and behavior of their citizens across the different fields of social life – migration, social welfare, banking, policing – is not currently possible. Indeed it suggests that biometric systems that are strictly targeted at
a single set of transactions – healthcare or migration – are much more likely to work
in the short term than the interoperable systems that national security policy
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advocates have in mind (see Etzioni 2000: 103–37). It also seems likely that
national identification systems that are wholly owned by one of the largest firms,
like Sagem, Cogent or NEC, are likely to be much easier to implement and
more efficient than an open system. Yet there are also unmistakable signs that the
implications of this kind of monopoly for control of the means of identification
are unacceptable to policy makers in all of the wealthiest states (see Torpey, the
introduction to this volume).
It is also clear that the individual national debates about the costs and benefits of
biometric identification cards form part of an integrated transnational field. On this
political terrain, the most powerful actors are the multinational firms and multilateral standards making bodies. This South African example demonstrates the
difficulties of an isolated national effort to shape this debate. The politics of biometrics is driven by arguments about globally acceptable practice and precedent.
In this debate the move to a set of open standards is ongoing, but the global firms
have lobbying, diplomatic and financial resources that are not available to the advocates of open systems. If, as seems possible, the OECD countries now withdraw
from the project of introducing biometric identity cards, that will leave the global
identification economy in the hands of its current incumbents, in particular
Sagem Morpho.
This study of HANIS shows that the errors of classification that have plagued
large scale fingerprinting systems since the end of the nineteenth century do not disappear in the digital world. The advocates of biometric technologies stress the efficiencies and high levels of accuracy of computerized systems. But it is important,
especially in the context of large scale and interoperable systems, to emphasize that
biometric systems are in fact prone to error. These errors may be failures to enroll,
or they may be matching errors. The errors will certainly increase if multiple systems and larger populations are subjected to a single biometric test. What is critical
is that the citizens affected by these errors must be provided with a means for challenging these mistakes without the indignity of losing well established rights of due
process.
In the attempt to answer the question: Is a biometric panopticon possible? – I
have been drawn to Bowker and Starr’s characterization of the development of
‘technical standards as a site of political decisions and struggle’ (Bowker and Starr
1999: 49). In this conflict, the interests of modern capitalist firms and state bureaucracies pull in both directions, but so does history. Actually existing biometric systems have inherited the interests and associations of at least six politically very
different axes in the twentieth century: imperial labour controls, prisons and policing, national security, social welfare, banking and computing. These systems are
not naturally compatible, and in some respects they conflict directly. In the HANIS
case the conflict between a tool designed for national security and the demands of
the banking and social welfare systems have proven, to date, irreconcilable. It is
these conflicts that have played themselves out in intractable difficulties over technical standards. Over time, the conflicts may diminish, producing the kinds of open
standards that will allow for interoperable digital surveillance, but that day is still a
long way off.
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